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DigitalSign - Certificadora Digital, S.A.
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Document ID: 2019/10258

Thiene, 1% April 2019

This is to confirm that CSQA has successfully audited the CAs of the DigitalSign - Certificadora Digital, S.A.
without pending critical findings, if any.

Kindly find here-below the details accordingly.

In case of any question, please contact:

CSQA Certificazioni Srl
Via S. Gaetano, 74
36016 Thiene (VI)

Email: csqga@csqa.it
Phone: +39 0445 313011

With best regards,

Firmato digitalmente da:BONATO PIETRO

The Chief Executive Officer

THIENE - Headquarters

CSQA Certificazioni Srl

Via S. Gaetano, 74 - 36016 Thiene (VI)
T+39 0445 313011 - F +39 0445 313070
csqa@esqa.it - P.IVA 02603680246

ROMA

Via XX Settembre, 98G

00187 Roma (RM)

T+39 06 92918874 - F +39 06 92912391
roma(@csqa.it

Otbher Sites: Bari, Cuneo, Parma, Sassari, Trento, Poland
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1. Qualified CAs

Subject: Audit Attestation
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This is to confirm that CSQA has successfully audited the CAs of DIGITALSIGN — CERTIFICADORA DIGITAL, SA
without pending critical findings, if any.

Find here-below the details accordingly.

Identification of the conformity assessment body (CAB):

Italy

csga@csqa.it
WWW.csqa.it

www.accredia.it

CSQA Certificazioni Srl
Via s. Gaetano, 74 - 36016 Thiene (Vi)

Tel. 0445 313011 - Fax 0445 313070

Accreditation Certificate n° 014B Rev. 48 -

Identification of the Trust Service Provider (TSP):

Portugal

DIGITALSIGN — CERTIFICADORA DIGITAL, SA
Largo Pe. Bernardino Ribeiro Fernandes, 26
4835-489 Nespereira GMR

Registered under n.2 PT507015851

Identification of the audited CAs:

DigitalSign
Qualified CA

Serial Number
(hex)

03c80db2ddbd27375fec6d6ael8e3533

Hash
(SHA256)

84fae8c3aeebcab06050bc11487fece7464c1210ad4e6eaf261cech013681bcab

Distinguished
Name

CN = DigitalSign Qualified CA

OU = Class 2 Managed PKI Individual Subscriber CA

OU = Terms of use at https://www.trustwise.com/rpa (c)08
OU = VeriSign Trust Network

O = DigitalSign - Certificadora Digital

C=PT

Certificate | ----- BEGIN CERTIFICATE-----

(base64) MIIFUTCCBDmgAwWIBAgIQA8gNst29]zdf7G194Y41MzANBgkqhkiGOwOBAQUFADBO
MQswCQYDVQQGEwIHQjENMCUGALUEChMeQnJpdGlzaCBUZWx1Y29tbXVuaWNhdGlv
bnMgcGxjMR8WHQYDVQQLEXZWZXJIpU21nbiBUcnVzdCBOZXR3b3JIrMRswGQYDVQQD
ExJCVCBDbGFzcyAyIENBICOgRzIwHhcNMDgwNjEzMDAWMDAWWhCNMTgwWNJEXMjM1
OTU5WJjCBODELMAKGA1UEBhMCUFQxLDAGBgNVBAOTIORpZ210YWXTaWduICogQ2Vy

THIENE - Headquarters ROMA Aderente come CISQ a A.C,:(;,BMEQ!Q \
CSQA Certificazioni Srl Via XX Settembre, 98G eyl e
Via S. Gaetano, 74 - 36016 Thiene (V1) 00187 Roma (RM) = E3N T S v ognm
T +39 0445 313011 - F +39 0445 313070 — e

csqa@esqa.it - P.IVA 02603680246

Other Sites: Bari, Cuneo, Parma, Sassari, Trento, Poland

T+39 06 92918874 - F +39 06 92912391
roma(@csqa.it

www.ignet-certification.com

Moo degh Accordi di Mutuo
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Matusl Recognition Agresments

www.csqa.it



YOUR QUALITIES OUR VALUE

Pag

.3a12

dG1maWNhZG9yYSBEaWdpdGF sMR8WHQYDVQQLEXZWZXJpU21nbiBUcnVzdCBOZXR3
b3JrMTwwOgYDVQQLEZNUZXJtcyBvZiB1c2UgYXQgaHROCHM6LY93d3cudHI1c3R3
aXN1LmNvbS9ycGEgKGMpMDgXNTAzBgNVBASTLENSYXNzIDIgTWFuYWd1ZCBQS@kg
SW5kaXZpZHVhbCBTdWIzY3JpYmVyIENBMSEwHWYDVQQDEXhEaWdpdGFsU21nbiBR
dWF saWZpZWQgQREwggEiMAGGCSqGSIb3DQEBAQUAAAIBDWAWEEEKAOIBAQCNpbFC
+LeXCigYZLRotgC295f7W60aeRSiIVTNESCgeP7gk2R/z+GjRMLXn9hcy8/92FjqT
n9CMenyzsr/wE1Ki@vcE73SSLOVMKsyVn5yFt2UJ5RpmU1oC743HsPIv8Xdy1k7i
uj+4W3+hIXsyA907QSbImWMIBXx2avSg28ocpCsOmtTTakvSqIC3Q33hQomF/MSXE
zAEOSNUNQwIWux1ZzYTIunjb4B7g6zKGvPWGB5tof6/MIo53IRRgofaG9S803xZg
ZgMaaBQ4aOjRMvEOkORa+L4j6qxqE/Tizzr/n//V/6UedE9kYyiJOelb1XsDgdbm
ApvIANZ3INeP4hHZAgMBAAGjggFcMIIBWDAOBENVHQ8BAf8EBAMCAQYWEQYJIYIZI
AYb4QgEBBAQDAgEGMBIGA1UdEWEB/WQIMAYBAT8CAQAWKAYDVRORBCEWH6QAMBS X
GTAXBgNVBAMTEGJOMjA@0GMyUHViMSOyMDEWHQYDVROOBBYEF LsfRB3sIvegosvy
jyOQWFiymSCMHIGALUdIARrMGkwZwYLYIZIAYb4RQEHFWIWWDAPBggrBgEFBQCC
ARYdaHROcHM6LY93d3cudHI1c3R3aXN1LmNvbS9jcHMwKwYIKwYBBQUHAgIwHXo0d
aHROcHM6Ly93d3cudHI1c3R3aXN1LmNvbS9ycGEwQQYDVROfBDowODA20DSgMoYw
aHR@cDovL29uc210ZWNybC50cnVzdHdpc2UuY29tLeJUQ2xhc3MyQOEtRzIuY3Js
MB8GA1UdIwQYMBaAFGq7BXz93s3m2wjK0910IDO7V7POMAGGCSqGSIb3DQEBBQUA
A4TBAQB2uiu2wtZWS+HL101EQF tBRSMLRKbKIaqFNWEO1fX7QogK6nInYAUheCzw
Mg77USCcOivzwRyNvbY6U9V5eRdw6PpcfcI77sI01dObo0czio0g8ywmnRPFd7CZ
cQp7WQIh/W57H1k8qcUwKrCcjOCW+IDz5d4tjHe3aFLs jNwjGHyUq25Fes1WFDM
Cc3EHQ3M2YXHSOUgj1GVniW3TeURVCURos6hxqUF249s7YDYFwZQyY9EqFWLPIsyta
CwcG7woHbqJUL12IiAHVHtGoXNtVvYNptuGbwfRhs8wgswoe3hthBXGFSnwkMCdEa
J/2ZiGgIcGH2ex@gtPdu5Ruhr5iw

----- END CERTIFICATE-----

DigitalSign
Qualified CA -
G2

Serial Number
(hex)

3ccha94bb672f46faeele872364d743c

Hash
(SHA256)

87a74183c830a874fc361d74531fc863bb0af26363ad4b5a7727e5bf94b3539f

Distinguished
Name

CN = DigitalSign Qualified CA - G2

OU = Class 2 Managed PKI Individual Subscriber CA
OU = Symantec Trust Network

O = DigitalSign - Certificadora Digital

C=PT

Certificate
(baseb64)

MIIFBTCCA+2gAwIBAgIQPMupS7Zy9G+udehyNk10PDANBgkqhkiGOwe@BAQsFADBO
MQswCQYDVQQGEwIHQJENMCUGALUEChMeQnJpdGlzaCBUZWx1Y29tbXVuaWNhdG1lv
bnMgcGxjMR8WHQYDVQQLEXZWZXJIpU21nbiBUcnVzdCBOZXR3b3IrMRswGQYDVQQD
ExJCVCBDbGFzcyAyIENBICOgRzIwHhcNMTMXMDIOMDAWMDAWWhCcNMFEXMDIzMM1
OTUSWjCBuzELMAKGALUEBhMCUFQxLDAGBgNVBAOTIORpZ210YWxTaWduICOgQ2Vy
dG1maWNhzZG9yYSBEaWdpdGF sMR8WHQYDVQQLEXZTeWlhbnR1YyBUcnVzdCBOZXR3
b3JIrMTUWMWYDVQQLEYXDbGFzcyAyIE1hbmFnZWQgUEtJIIE1uZGl2aWR1YWwgU3Vi
c2NyaWJ1ciBDQTEMMCQGAIUEAXMdRG1naXRhbFNpZ24gUXVhbG1lmaWVkIENBICOg
RzIwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWEEEKAOIBAQDCZCMEGKAVSbD2keyj
mgd01cE1Qg74YTtbI+oYKHKfftgRZAKUU2Qrh61WUwyjF13csVaZRIhcW8Bwz458
7204gqM8IUe6kArk8+YDHDbEQVVH8BCWCbUITTdu7u+f+qirH2ZjjpQpLOCUsY8xI
Qy6bAyIMrqG2WyE1mQPrvVU1ls3BrhtnH3dU3F7NQpNcduFaoXuse2pK80nAWz1001
D1rU+6yowFnY@U+Ys6sYO7LWm/dqRVMK3NRp1Rb8s2g10P1q5zmr8PUXY6C73VHF
SNGxfWc/I51371Iiuq60318daI7tOw@IegmSd3nI7bXwj8YNj9noMy/jGn5dupyW
F4jFAgMBAAG]ggFJMIIBRTASBgNVHRMBAf8ECDAGAQH/AgEAMHIGAIUAIARrMGkw
ZWYLYIZIAYbARQEHFWIWWDApBggrBgEFBQcCARYdaHROCHM6LY93d3cudHI1c3R3
aXN1LmNvbS9jcHMwKwYIKwYBBQUHAgIwHxodaHROCHM6LY93d3cudHI1c3R3aXN1
LmNvbS9y cGEwQQYDVROfBDowODA20DSgMoYwaHROcDovL29uc210ZWNybC50cnVz
dHdpc2UuY29tLeJUQ2xhc3MyQOEtRzIuY3JsMA4GA1UIDWEB/WQEAwWIBBjAOBENV
HREEITAfpBOWGZEZMBCcGALUEAXMQYNQyMDQ4YZzIQAWIXLTIXMTAdBENVHQAEFgQU
KO1IPYKtWZcRQWYyUs7BKs1mIFHkwHwWYDVROjBBgwFoAUarsFfP3ezebbCMo72U4k
PTtXs/QwDQYJKoZIhvcNAQELBQADggEBAI4AwMH8qi4XNotpe/LoBSGFXNICIEwmL
kPna8CNOONYBKOQvKyL2jmqyfpSDNCT9/6hU2qZT1KBtuXyqtrDzNkLCie]j/98m+
7tmxmu8j3gA0jOx1jfTnVYnTFV4bOv/sPeNgd1xPBj7BAWN@ifUT+IPGVhBvixOK
zCsKRcUkm4IYzfjmg4z6VmGj4C3rk+83etRI/gAAQxd9IpKWZT1LgShokqudvvKm
V2YERkYBBteLNveNaltIRrz86DkIdJi5jhR8IKhITbp8E/MID178gwERGBCZ00st
H/D7jXxR5SViEjr7vEYTRjiBW9/SxcqY6xZ187QE@OnL51trzpoZpuEew=

THIENE - Headquarters
CSQA Certificazioni Srl

Via S. Gaetano, 74 - 36016 Thiene (VI)
T+39 0445 313011 - F +39 0445 313070
csqa@esqa.it - P.IVA 02603680246

Other Sites: Bari, Cuneo, Parma, Sassari, Trento, Poland

ROMA
Via XX Settembre, 98G *Kk |
00187 Roma (RM) : 'E*,.*}?"% ‘
T+39 06 92918874 - F +39 06 92912391 i s

Aderente come CISQ a
[

roma@csqait www.ignet-certification.com

cesiadln

SOQ N C14a  FSM N° 0051 17X N* 003L
SGA N* 0090  SSIN° 003G  ETS N* 0340
SGE N°G12M  SCRN® 021F DAP N* 004K
PAD N° 014 EMAS N° 005

Masmbeo degh Accardi di Mutuo
Ricorcscimenta EA, 14F @ TAL

Signatary of EA, IAF and ILAC

Matusl Recognition Agresments

www.csqa.it
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DigitalSign Serial Number
Qualified CA - | (hex)

1ce03751a723e5dcf0a711342claa79¢

G3 Hash
(SHA256)

27588a16fcf2f522026a22063ed38345403256014b2508a59742c2189cd0fcb9

Distinguished
Name

CN = DigitalSign Qualified CA - G3

OU = Class 2 Managed PKI Individual Subscriber CA
OU = Symantec Trust Network

O = DigitalSign - Certificadora Digital

C=PT

Certificate
(baseb4)

MIIFBTCCA+2gAwIBAgIQHOA3Uacj5dzwpXxE@LBgnnDANBgkghkiGOwOBAQsFADBO
MQswCQYDVQQGEWIHQFEnMCUGALUEChMeQnJpdGlzaCBUZWx1Y29tbXVuaWNhdGlv
bnMgcGxjMR8WHQYDVQQLEXZTeW1hbnR1YyBUcnVzdCBOZXR3b3IrMRswGQYDVQQD
ExJCVCBDbGFzcyAyIENBICOgRzMwHhcNMTYwWOTI3MDAWMDAWWhCNMjQwOTI2MjM1
OTUSWjCBuzELMAKGAIUEBhMCUFQxLDAQBgNVBAOTIORpZ210YWxTaWduICOgQ2Vy
dG1maWNhZG9yYSBEaWdpdGF sSMR8WHQYDVQQLEXZTeW1lhbnR1YyBUcnVzdCBOZXR3
b33 rMTUWMWYDVQQLEYXDbGFzcyAyIE1hbmFnZWQgUEtIIE1uZG12aWR1YWwgU3Vi
c2NyalWJ1ciBDQTEmMMCQGA1IUEAXMdRG1naXRhbFNpZ24gUXVhbG1maWVkIENBICOg
RzMwggE iMA@GCSGGS Ib3DQEBAQUAA4IBDWAWEEEKAOIBAQDIOrXwVGqY12D] 9DW7
K/EjbL1T15tU@5iItp9K1k0zIuS2NCiwy ITUAEpaBXF5r8+JPMLUFYpmmUa6QOFM5
cfDWzQcRjt+nMOCmafA5vRbQc5ZjiDbExhC1UYVT110pWcwe/TfiodsPZPuGihdS
k20qIXYBk4vd4jRUDEUKIpAXZXCFRiFh5nZ/xZXDa82D06/CsJWyWABAPIXMKBQd
GOOhEyLDeoZTMTS7PVijgH8enAcBSLkf41HVcujm6N103dBYOMe8TOpQTMHrhmhS
kjBmlwydtJIItRtfHudkIZrrsAxTCyqrkwLa2Bc8plNypY65L4igEhGNdIN12SNs9
sF3fAgMBAAG]jggFIMIIBRTASBgNVHRMBAT8ECDAGAQH/AgEAMHIGALIUdIARrMGkw
ZwWYLYIZIAYb4RQEHFwWIwWWDApBggrBgEFBQCcCARYdaHROCHM6LY93d3cudHI1c3R3
aXN1LmNvbS9jcHMwKwYIKwYBBQUHAgIwHxodaHROcHM6LY93d3cudHI1c3R3aXN1
LmNvbS9y cGEwQQYDVROfBDowODA20DSgMoYwaHROcDovL29uc210ZWNybC50cnVz
dHdpc2UuY29tLeIUQ2xhc3MyQOEtRzMuY3JsMA4GA1UdDWEB/wQEAwWIBBjAOBgNV
HREEITAfpBOwWGZEZMBCcGA1UEAXMQYNQyMDQ4YzJIQdWIXLTIyODAdBENVHQAEFgQU
+160QpwjgqH30G4xcfDsYqInZ90AwHWYDVROjBBgWFoAU6HZz zrH/ 03WQEh7tbZb6P
kP1kGVswDQYJKoZIhvcNAQELBQADggEBAHYODMKOt6zwlsKqg+5+uj7C3AWGNYVHH
kc2M6trwwlwp30KQiBhCBebbp3VduSFtcPOpsj2bclxM+PvnmMTr51gjm6eHLIWS 1
QRKfraLQmxp/7eqn+NsoTnTkSDOL /4CxfKnN2CtxQgZJc6QRwDXPx7Gjv/0T/iwQ
Ibf4KEaAuAAS1J7Pg+10amth20SiQS5RFRXD/EXI20QA0SGYfQvequdQuBi20XJt
HgQDnhUeB8k4180R1Hp3nb5EKgmbyDLen+pM1AONryUiwKhvTM/Yjwx6w+xcEED+
GwVTAjRc291S48e1QwKAWWVb7EQjkHi+BuT47WEM4JacvA6qGQSz+1U=

----- END CERTIFICATE-----

DIGITALSIGN Serial Number
QUALIFIED CA (hex)

01c523869aleb211

Hash
(SHA256)

99023c6236da7b19ffb14833b820d92063938b8fce13690c63c4c04b657fab2d

Distinguished
Name

CN = DIGITALSIGN QUALIFIED CA

O = DigitalSign Certificadora Digital

L = Guimaraes (see current address at www.digitalsign.pt)
C=PT

SERIALNUMBER = PT507015851

Certificate
(baseb4)

MIIIfzCCBmegAwIBAgIIAcUjhpoeshEwDQYJIKoZIhvcNAQENBQAwWgbAXCzAIBENV
BAYTA1BUMSowKAYDVQQKDCFEaWdpdGFsU21nbiBDZXJ@aWZpY2Fkb3JhIERpZ210
YWwxFDASBgNVBAUTC1BUNTA3MDE10DUXMT4wPAYDVQQHDDVHAW1tYXJhZXMgKHN1
ZSBjdXJyZW50IGFkZHI1c3MgYXQgd3d3LmRpZ210YWxzaWduLnBOKTEfMBOGALUE
AwwWRG1naXRhbFNpZ24gUHIpbWFyeSBDQTAeFwOXxNzA4MzAWODEAMTZaFwOzNzEw
MzAwODE4MTZaMIGYMRQWEgEYDVQQF EwtQVDUWNzAXNTgIMTELMAKGALIUEBhMCUFQxX
PjA8BgNVBAcTNUd1laWlhcmFlcyAoc2V1IGN1cnJ1lbnQgYWRkecmVzcyBhdCB3d3cu
ZG1naXRhbHNpZ24ucHQpMSowKAYDVQQKEYFEaWdpdGFsU21nbiBDZXJ0@aWZpY2Fk
b3JhIERpZ210YWwWXITAfBgNVBAMTGERIRO1UQUXTSUdOIFFVQUXIRk1FRCBDQTCC

THIENE - Headquarters ROMA

Aderente come CISQ a
[

CSQA Certificazioni Srl Via XX Settembre, 98G v *Kx, I

Via S. Gaetano, 74 - 36016 Thiene (VI) 00187 Roma (RM) %:‘} \

T+39 0445 313011 - F +39 0445 313070 T+390

6 92918874 - F +39 06 92912391

csqa@esqa.it - P.IVA 02603680246 roma(@csqa.it www.iqnet-certification.com

Other Sites: Bari, Cuneo, Parma, Sassari, Trento, Poland

cesiadln

SOQ N C14a  FSM N° 0051 17X N* 003L
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AiIwDQYJIKoZIhvcNAQEBBQADggIPADCCAgoCggIBANASHFBXxmwIYC1fYbD3+rqNp
C6yuVdjbirnul2n8sPUcDEVXx05UGBC5pMMHAQExXcGG]ysTy5eowxpQl+/H5KvSvX
R9vYMx1vrCng3ababyLrub+H+gUMk74qws1tHAmsLkaYIfATFbpgqjxsgxtccNN5x
YRIOpFKLZY2b+p7CYc447KEBpRTBrSCyZUh10/667fsgSsD5+JtoIBvYn@1B7ivh
Gu8Xco7/0iMhNrDkW6gOEzAPd/P49ww60BmSqejLIR5FH3Ymr4KVEUPQDYs+IEr]
uf5XT8B1RPwSysxWxiymrpI4MQ3H2Ac0Z8vIDgSnjZVntHa7E55Wbp@o2mXQ29Cp
WfbngdpwB+HMQc94cVXIKR8YpGIp9IBWLWUBZZzFE3vmgpBtfgiZis4GnjdiCnic6
dAyatVNCMbor3LgAHrDOB1Mb4@meSyIpxf7qDyU/FkyK6E88vi/nRXFtOQM24+2x
URGQV1qUsKIoJyJj4CFD2fDd3Ezdq@HpDkz7POBWCNk411zCKufebnwk4sz23Vsb
RfFp/cssG4xnA8V//OMEiUMD68iVb3X90EWPxyd3GzOHoCofwHm1Y7AMX3HfVOPE
UilykMOBUVe7BD+phT6R2UN7K578y T4AwwnS8NLwm/NtOYkVzMrdbAK81a2mlp+M
9vt@SADkf7ksBsqq/PADAEMBAAG] ggKXMIICkzASBGNVHRMBATSECDAGAQH/AgEA
MBOGA1UdDgQWBBT /4cWxgifEQ5VMfIIBZ+xMVN7tjzCB3wYDVROjBIHXMIHUgBSO
VfAzw@41izGgcoRms@SoTPSVgYaGBsaSBrjCBqzELMAKGALIUEBhMCRVMXGzZAZBGNV
BAOMEKFDIENhbWVyZmlybWEgUy5BLjESMBAGAIUEBRMIQTgYNzQzMjg3MUMWQQYD
VQQHDDpNYWRyaWQgKHN1ZSBjdXJyZW50IGFkZHI1c3MgYXQgd3d3LmNhbWVyZmly
bWEUY29tL2FkZHI1c3MpMSYwJAYDVQQDDB1BQyBDYW11lcmZpcmlhIFBvcnR1Z2Fs
ICOgMjAXNYIIBLWHIKVpZ5QwfgYIKwYBBQUHAQEECjBWMEYGCCSGAQUFBzAChjpo
dHRwOi8vd3d3LmNhbWVyZmlybWEUY29tL2N1cnRzLORIROLUQUXTSUdOX1BSSU1B
U11fQOEuY3JOMCYGCCsGAQUFBzABhhpodHRWOi8vb2NzcC5jYW1lcmZpcmlhLmNv
bTAOBgNVHQ8BABEBAMCAQYWHQYDVRO1BBYWFAYIKwYBBQUHAWQGCCSGAQUFBWMC
MEgGA1UdIARBMD8wWPQYGZ4EMAQICMDMWMQY IKwYBBQUHAgEWIWhOdHBZz0i8vd3d3
LmRpZ210YWxzaWduLnBOL3J1cG9zaXRvcnkwgYIGA1IUdHWR7MHkwOgA40DaGNGhe
dHA6LY9jcmwuY2FtZXImaXJtYS5jb20vRELHSVRBTFNIRO5FUFJITUFSWVODQSS5 ]
cmwwO6A50DeGNWhOdHA6LY9jcmwxLmNhbWVyZmlybWEUY29tLORIROLUQUXTSUIO
X1BSSU1BU11fQOEuUY3JIsMAGGCSqGSIb3DQEBDQUAA4AICAQA4rR8mBGjzcdXkIrpG
1JHMOiH6LNQzJ7BIF1qHO0e@CcMVY29INOGGAFqTOWS2qCOMbuObuGUPU/tgcsil9
hkZyDV201I00/L5vGT+ptHnP58K9YqFrjrtHbwIOPGgVQQRfW1W6IaoZtVlitbcqF
BOWtK1+9RFUrTv2L+6TB3Ne3CLZcOjzacqUH4rrzw97M/u+2456UX67 sWvUV+Kvp
eGbpWGpSAI2xnXU262ZW2q@3MQ3wViu56NVyedYDPMzp/bYNwhpj7jinsuBQqC71
JJUysXhtuWgP7gV+08S/VwFvckfPpVYilwH6w6m4C842mX06Eak2XAprPat@97Nh
mjr7rNyQ8sq1hJOWDYzIyZ4C2RGZ3+8FIIChCGY tmFWHGA/a2AHxhzISX2FNZ7p
LIZuGselK6VOIx1fILNWBcKbjDHE6AINghvsnZ1@J4amh/nXDF7B3TOgqkVS1ZKsLb
ZqLQQZYyVYRXD9tF9OHWAphAhCNREAYdKB7N1Xzfgin/3jpd+6DghPm7h8sLc35u
e3+2Hek1EsDFkgMBaDoe4xwqg@takDu2VC338qcoHI8id5AvyKFjK1rP/3/8Lz0ax
mdzdle2WNM5sAeKIUz4maRe4Rkw50/RDhcF/fRMNONn30Bg1XHFgM17XxRjEVQrX5N
N8UunfM5ds6vmg6RHULh1Q5Q+w==

----- END CERTIFICATE-----

The audit was performed according to the provisions of number 1, article 20 of the eIDAS Regulation and
aims to demonstrate the compliance of reliable services managed and provided by trusted service provider
DigitalSign — Certificadora Digital, SA

All compliance assessment has been documented in a specific report and registered with the unique ID

65096/1.

Type of audit Certification audit- Stage 2 []
Extension of Scope []
Supplementary Audit []
Annual surveillance [X]
Renewal []

Start date | 10-10-2018 End date 12-10-2018 Duration 5 Total

(days)
Period covered by audit: 01/01/2018 to 12/10/2018
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CSQA Certificazioni Srl
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ROMA
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YOUR QUALITIES OUR VALUE

The TSP has drawn up the documentation supporting:

e Certification Authority Service according to the indications established in:
o UE 2014 910 “EIDAS”
ETSIEN 319 401
ETSIEN 319411-1
ETSIEN 319 411-2
as well as in the management systems supporting the services provided.

O O O O

¢ Time Stamping Service according to the indications established in:
o UE 2014 910 “EIDAS”
o ETSIEN 319401
o ETSIEN 319421

The detail of documentation and evidences found is part of the complete report, stated in the ‘reference
Check lists - §8 Attachments’ section.

TSP has defined a Risk Analysis process concerning the trust services defined in the application scope of this
audit. The Methodology explains how the model examines the risk scenarios, assessed as
threats/vulnerabilities for potential impact on the services.

The risk scenarios, the assets and the controls/countermeasures are specific for the CA environment,
included in the ISO 27001 scope.

TSP implements annually, or after major change, a risk assessment activity with relative treatment plan and
residual risk acceptance by risk owners.

The TSP has defined, and keeps updated, a chart concerning the management of indexes for each process
and for each significant product/ service. The audit is carried out every year during the Top Management
review.

The TSP DigitalSign - Certificadora Digital, S.A. provides a reliable service in accordance with Article 3, number
16 of the eIDAS Regulation for the creation of qualified certificates for electronic signatures, electronic seals
and Time Stamping.

For the provision of trust services, it uses a standardized set of functions/processes, such as: registration, key
generation, issuance of certificates, management of availability of revocations status.

The trust service is performed by employees trained and authorized for their duties, within a secure physical,
organizational and technical environment.
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YOUR QUALITIES OUR VALUE

The procedures for operating of the DigitalSign - Certificadora Digital, S.A. have been demonstrated to this
CAB, within the scope of this conformity assessment, as defined in number 1 of article 20 of the elDAS.
The correct implementation of the requirements established in the eIDAS was achieved.

The Organization DigitalSign, that carries out the function of Trust Services Provider (TSP) is considered
compliant to the requirements of the (EU) REGULATION no. 910/2014 (elDAS) as regards the electronic
identification and trust services for the electronic transactions in the internal market.

The Issuing Certificate and Time Stamping services object of the audit are considered in line with (EU)
Regulation no. 910/2014 (elDAS).

Moreover, the Trust Services Provider is conforming as regards Qualified Time Stamping and Issuing
Qualified Certificate Service in compliance with the following regulations: (EU) REGULATION no. 910/2014
(elDAS), ETSI EN 319 401; ETSI EN 319 421, ETSI EN 319 411-1 and ETSI EN 319 411-2.
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YOUR QUALITIES OUR VALUE

2. Advanced CAs

Subject: Audit Attestation

Pag.8a12

This is to confirm that CSQA has successfully audited the CAs of DIGITALSIGN — CERTIFICADORA DIGITAL, SA
without pending critical findings, if any.

Find here-below the details accordingly.

Identification of the conformity assessment body (CAB):

CSQA Certificazioni Srl
Italy

csga@csqa.it
WWW.csqa.it

www.accredia.it

Via s. Gaetano, 74 - 36016 Thiene (Vi)

Tel. 0445 313011 - Fax 0445 313070

Accreditation Certificate n° 014B Rev. 48 -

Identification of the Trust Service Provider (TSP):

4835-489 Nespereira GMR
Portugal

DIGITALSIGN — CERTIFICADORA DIGITAL, SA
Largo Pe. Bernardino Ribeiro Fernandes, 26

Registered under n.2 PT507015851

Identification of the audited CAs:

Serial Number
(hex)

DigitalSign
Advanced CA

024c340b31b0f20b12728583946032db

Hash
(SHA256)

5f15e4c27ab2854a20f7a90368702a697bba3088579b2c0f65b369cfaf1847e8

Distinguished
Name

CN = DigitalSign CA

OU = Class 2 Managed PKI Individual Subscriber CA

OU = Terms of use at https://www.trustwise.com/rpa (c)10
OU = VeriSign Trust Network

OU =PT507015851

O = DigitalSign - Certificadora Digital

C=PT

Certificate
(base64)

BEGIN CERTIFICATE
MIIFajCCBFKgAwIBAgIQAkwOCzGw8gsScoWD1GAy2zANBgkqhkiGOw@BAQsFADBO
MQswCQYDVQQGEwIHQjEnMCUGA1UEChMeQnJpdGlzaCBUZWx1Y29tbXVuaWNhdGlv
bnMgcGxjMR8WHQYDVQQLEXxZTeWlhbnR1YyBUcnVzdCBOZXR3b3JrMRswGQYDVQQD

THIENE - Headquarters

CSQA Certificazioni Srl

Via S. Gaetano, 74 - 36016 Thiene (V1)
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ROMA
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roma(@csqa.it

Aderente come CISQ a
[
o

i

| %, *
| e |

www.ignet-certification.com

ACCREDIA %,

LENTE (TAUAND DN ACCREDITAMENTE

N® 0144 FSM N° 0051 ITX N* 003L

SGA N° 0090 SSI N° 009G  ETS N° 0340
SCE N° 012N SCRN* 0215 DAP N* 004H
RO N°OI4B  EMAS N° 0059

Mesmbiea degh Accardi di Mutuo
Ricorcscimenta EA, 14F @ TAL

Signatory of BA, IAF and ILAC
Matusl Recognition Agresments

www.csqa.it



YOUR QUALITIES OUR VALUE

Pag.9a12

ExJCVCBDbGF zcyAyIENBICOgRzMwHhcNMTQxMj E2MDAWMDAWWhCNMIAXMTI5MIM1
OTUSW]jCCAQAxCzAJIBgNVBAYTA1BUMSWwWKgYDVQQKEYNEaWdpdGFsU21nbiAtIENL@sFJU23DEuZv5tgHiB2ynYMfbrMzsJAtI3UtIxa3DEIvyvdBbN
OuYrqqDIZ8vtUDcw/G5zfIHVIOWFORIZTQIDAQAB04IBaDCCAWQWEEYDVROTAQH/
BAgwBgEB/wIBADBYBgNVHSAEazBpMGcGC2CGSAGG+EUBBXxcCMFgwKQYIKwYBBQUH
AgEWHWh@dHBz018vd3d3LnRydXN@d21zZS5jb20vY3BzMCsGCCsGAQUFBWICMB8a
HWh@dHBz0i8vd3d3LnRydXNed21zZS5]jb20vcnBhMA4GA1UdDWEB/wWQEAWIBBjA0
BgNVHREEITAfpBOwGZzEZMBcGA1UEAXMQYNQYyMDQ4YZzIQdWIXLTIWNTAdBgNVHQAE
FgQU80JjLdtTM9/H290PppKcTCiRS1a8wQQYDVROTfBDowODA20DSgMoYwaHROcDov
L29uc210ZWNybC50cnVzdHdpc2UuY29tL0JUQ2xhc3MyQOEtRzMUY3JsMB8GA1Ud
IwQYMBaAFOh886x/6N1kBIe7W2W+j5D9ZB1bMBOGA1UdIQQWMBQGCCSsGAQUFBWMC
BggrBgEFBQcDBDANBgkghkiGOwOBAQsFAAOCAQEATEIPagrem3ZufcQ371m9Eyri
1cvL30dF7xTi5gDq71Qh41FkE29uEKAWHXEBAT6KqqSXb41Ks3Nw+p6MXbcgvIMt
C7FatC4xj+S/QTDIf9p3vCcwM3UjIzpLCKpr54QFtZm/VORWNhMI5pbYPQeL fEEN
h@BAAB61YtiX365moOB6AWbBALBBXZKtw8t213+iyL1QgALOh8XON+tg8NN58cTK
mStWtH4W8SNtc3GnlDHt+aVP3XJ/013InIQkxPpDSSJACXmsZvTINEFzGNG20aXW
OplZoVNXdrgSimDImLEILoI+05IfXg5VFTCYIem31CyNdr3vsKmE33NBkedxhWQ==
————— END CERTIFICATE-----

DigitalSign CA Serial Number
(hex)

3b41f45edb408cf594e5725e146f8ca3

Hash
(SHA256)

086d6e110dd75c37ea9f0530a93b67453733e4ef38dc53fc2c¢8077db75267971

Distinguished
Name

CN = DigitalSign CA

OU = Class 2 Managed PKI Individual Subscriber CA

OU = Terms of use at https://www.trustwise.com/rpa (c)10
OU = VeriSign Trust Network

OU =PT507015851

O = DigitalSign - Certificadora Digital

C=PT

Certificate
(baseb64)

----- BEGIN CERTIFICATE-----
@sFJU23DEuZv5tgHiB2ynYMfbrMzsJAtI3UtIxa3DEIvyvdBbN
OuYrqqDIZ8vtUDcw/G5zfIHVIOWFORIZTQIDAQABOAIBXDCCAVEWEEYDVROTAQH/
BAgwBgEB/wIBADBYBgNVHSAEazBpMGcGC2CGSAGG+EUBBxcCMFgwKQYIKwYBBQUH
AgEWHWh@dHBz0i8vd3d3LnRydXN@d21zZS5jb20vY3BzMCsGCCsGAQUFBWICMB8a
HWhOdHBz0i8vd3d3LnRydXNed21zZS5jb20vcnBhMAAGA1UdDWEB/wWQEAWIBBjA0
BgNVHREEITAfpBOWGZEZMBCcGALUEAXMQYNQyMDQ4AYZzJIQAWIXLTIWNTAdBgNVHQ4AE
FgQU80jLdtTM9/H290PppKcTCiRS1a8wEQYJIYIZIAYbAQgEBBAQDAEEGMEEGALU
HwQ6MDgWNgA@oDKGMGhOdHA6LY9vbnNpdGVjcmwudHI1c3R3aXN1LmNvbS9CVENS
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YXNzMKNBLUczLmNybDAfBgNVHSMEGDAWEBTofPOsf+jdZASHult1lvo+Q/WQZWzAN
BgkghkiG9wOBAQsFAAOCAQEALUO6sBSC8M1k13AnIdbKu4IlweWV/mEUj89bzwG6
hcRjjKbBMjcxj4bk5ZAT5TnaeyPsJ@i0E10bAhvriwFwPNmbL6ZeyK /1y TfZRgD
OnVxuJ3GWYLkIB5Y9L/14GnFjZV3ACbx005e1ALCAPQhNjhdU7192Qu8WIYIs+H1
LjgzZHujgYictaSHy/Ry505v16PhZ1MehzEa8fWDFAZQBA1SNViRcZQ9sTzjoBPh9
0V30zegJul02a9zDVAeABiPVOwrGZVBon0OTayb9LZHSH18awAfbaqdujTIW7 r8mY
KTHIiv6YXNCUqgwtLAM401QsZ1mlLe70BbsDpODI2xmgXg==

----- END CERTIFICATE-----

DigitalSign Serial Number
Advanced CA - (hex)

03981f51e2d68e32

\Vil Hash
(SHA256)

9ab25c1e795c¢85a321419d3062f84b52132baa8f718843a83e31fbf99fedc3d7

Distinguished
Name

CN = DigitalSign CA

O = DigitalSign Certificadora Digital

L = Guimaraes (see current address at www.digitalsign.pt)
C=PT

SERIALNUMBER = PT507015851

Certificate
(baseb4)

MIIIczCCBlugAwIBAgIIASgfUelLWjjIwDQYIKoZIhvcNAQENBQAWEbAXCzAIBENV
BAYTA1BUMSowKAYDVQQKDCFEaWdpdGF sU21nbiBDZXJ@aWZpY2Fkb3JhIERpZ210
YWwxFDASBgNVBAUTC1BUNTA3MDE10DUXMT4wPAYDVQQHDDVHAW1tYXIhZXMgKHN1
ZSBjdXJyZW50IGFkZHI1c3MgYXQgd3d3LmRpZ210YWxzaWduLnBOKTEFfMBOGA1UE
AwwWRG1naXRhbFNpZ24gUHJpbWFyeSBDQTAeFWOXNTEXMjUWOTM3MThaFwOzNzEw
MzAwOTM3MThaMIGoMRQWEgEYDVQQFEwtQVDUWNZAXNTgIMTELMAKGATUEBhMCUFQx
PjA8BgNVBAcTNUd1laWlhcmFlcyAoc2V1IGN1cnJ1bnQgYWRkecmVzcyBhdCB3d3cu
ZGlnaXRhbHNpZ24ucHQpMSowKAYDVQQKEYFEaWdpdGFsU21nbiBDZXJ@aWZpY2Fk
b3JhIERpZ21@YWwxFzAVBENVBAMTDKRpZ210YWxTaWduIENBMIICIjANBgkqghkiG
9WOBAQEFAAOCAE8AMIICCgKCAgEAWIYfzHgjHAYS0IsQMItL1EXb8bKeKGT46cmC
IlhtWstWqTDro670Bz2s09Eq07nIryY@5dE2UJEDO@31FMAKFPZCtojxqi/8KMHN
dmW+NJ03wiikIaRtg/AZfuOXf6rVwp@fCA6ROgOFvideXRFpH+bvV5LOm3uH7gp/
KSkktrWRYUKZwWD6@XImAWVVEMtR4ydakTdoEpmZ7x6VaxCA+Im7N1bpnxBCM+MXs
rmFB9At7uEO05tOM/cAcgijyvIbZMwik1EXw+FJ1t+8067nZ0M5310W77gdL11M18
XNqVil9qjRTE+DpnoUAwEle65uGaAcytbo2Aafp8w4CasS3CV8hSgqD1YdR+iD8GC
ouicpl8INZjQzd67y++4p3K2AS4hluuuzC4Sg6Deg5KTNOa4710UI60hFB1KXD5I
Uk/V58g1lRUEUUhpDU8BX/JorgesaHXLaUHpeS+cZXp+kiD8NqU7suNTWEGRgtutf
Mi4rfLfG1Dx06/U6NPbYMARKhepTYglAn3bkGFZzRHsBdulIQ82ZhAB9gJ1K2Q32
z5mkucnX0OncGTaQ+/9T2MgfbH8P/plHsruKbLR14NgAjN5xpvdx9S5rqvGv1SIGX
b7v5D6IwU50p2tMPcewwllezIBWa515c09/D/roI7d7XQG7KhIg9WCHQWC W4 s6P
myb5pdsCAWEAAaOCApUWggKRMBIGALUdEWEB/WQIMAYBAf8CAQAWHQYDVROOBBYE
FHKWHH7TrTR02085TIM2Mc0ZZ616MIHfBgNVHSMEgdcwgdSAFKhV8DPDTiLMaByh
GazRKhM9JWBhoYGxpIGUMIGrMQswCQYDVQQGEwWIFUzEbMBKkGATUECgWSQUMgQ2Ft
ZXJImaXJtYSBTLKEUMRIWEAYDVQQFEw1BODI3NDMyODcxQzBBBgNVBACMOk1hZHIp
ZCAoc2V1IGN1cnJ1bnQgYWRkcmVzcyBhdCB3d3cuY2FtZXImaXJtYS5jb20vYWRk
cmVzcykxJjAkBgNVBAMMHUFDIENhbWVYZm1ybWEgUGOydHVNYWwgLSAYMDE1gggE
VvAciRW1n1DB+BggrBgEFBQcBAQRYMHAWREYIKWYBBQUHMAKGOMh@dHA6LY93d3cu
Y2FtZXJImaXJtYS5jb20vY2VydHMvZGlnaXRhbHNpZ25fcHIpbWFyeV93jYS5jcnQw
JgYIKwYBBQUHMAGGGMhOdHAG6LY9VY3NwLmNhbWVyZmlybWEUY29tMA4GA1UdDWEB
/WQEAWIBBjAdBgNVHSUEF jAUBggrBgE FBQCcDBAYIKWYBBQUHAWIWREYDVROEBD8W
PTA7BgRVHSAAMDMWMQYIKwYBBQUHAgEWIWhOdHBZz018vd3d3LmRpZ210YWxzaWdu
LnBOL3J1cG9zaXRvcnkwgYIGALUdHWR7MHkwOgA40DaGNGhOdHAGLY9jcmwuY2Ft
ZXImaXJtYS5jb20vZGlnaXRhbHNpZ25fcHIpbWFyeV9jYS5jcmwwO6A50DeGNIWhO
dHA6LY9jcmwxLmNhbWVyZmlybWEUY29tL2RpZ210YWxzaWduX3ByaWlhcnlfY2Eu
Y3JsMAGGCSqGSIb3DQEBDQUAA4ICAQANAINVWXXEIWPIWAqIjoToMV1jg93i407+
otfezt0o74miysPGMAjOWDswwfAiIVe/76/z3bmb+N1k@aDIOlerpa+N5Y+zm9Oby
7VtGm17ARPOCIdhY31gAkeysxHpowEdg@Xk3NULFT7NrS3b5FCp4LFH14p6xqplQ
mID8GIxX77qy2AMFLm7pg9f7i2we@0IbPWnYbAncEOYF2MFnhGMA8Q1xMsSkAbYauM
1rzau@YfefnWXmkyygnVoS/F6SMyclsSbVj2uNDpTI3BON4ruCz07PChO3uFKaio
09fnUo850rYSMG4Cjz5U/ntSx20IHLMICFFbZ2V/QHcW4/bP857vIVE1UAQOThNB
DIE/Xkz45FUfIfPF1pCHkcVOSad4mjvwB7irndszQsAIDhilZ46TQhL5bUCPpuk6xQ
+0ZKx/Sy0L6sm/LclKgjLTIC4Fdlpyz2THCuxVnrIpQWpixRXxHTRHQevMILULLxb
XmTeZKGKpx78P1E1m35rFNRAKgMbsdFwOKVih@SL3/ASQ6/dmXsmuS5I67RFO+1F5
vBncCgT6jUMUQP1IHLM7G8551815KxUbHTytgkxpWModeyYzL5HPO4SO/F55yV3pB
Gk1itzEeDdfIy60PCx4xDxy4Ptl+e/6PYFZ/QZ4dWyKgDWu@bFzNn@5x9AGS3XpN
nsAYudtUwg==
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YOUR QUALITIES OUR VALUE

The audit was performed according to the ETSI EN 319 401, ETSI EN 319 411-1 and CA Browser Forum 1.5.7
and aims to demonstrate the compliance of reliable services managed and provided by trusted service
provider DigitalSign — Certificadora Digital, SA

All compliance assessment has been documented in a specific report and registered with the unique ID

65096/1.

Type of audit Certification audit []
Extension of Scope []
Supplementary Audit []
Annual surveillance [X]
Renewal []

Start date | 10-10-2018 End date 12-10-2018 Duration 3 Total

(days)
Period covered by audit: 11/06/2018 to 12/10/2018

The TSP has drawn up the documentation supporting:

e Certification Authority Service according to the indications established in:
o ETSIEN 319401
o ETSIEN 319411-1
o CA/Browser Forum Baseline Requirement 1.5.7 Guidelines
o as well as in the management systems supporting the services provided.

The detail of documentation and evidences found is part of the complete report, stated in the ‘reference
Check lists’ section.

TSP has defined a Risk Analysis process concerning the trust services defined in the application scope of this
audit. The Methodology explains how the model examines the risk scenarios, assessed as
threats/vulnerabilities for potential impact on the services.

The risk scenarios, the assets and the controls/countermeasures are specific for the CA environment,
included in the ISO 27001 scope.

TSP implements annually, or after major change, a risk assessment activity with relative treatment plan and
residual risk acceptance by risk owners.

The TSP has defined, and keeps updated, a chart concerning the management of indexes for each process
and for each significant product/service. The audit is carried out every year during the Top Management

review.
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YOUR QUALITIES OUR VALUE

The TSP DigitalSign - Certificadora Digital, S.A. provides a reliable service in accordance with the ETSI319 411-
1 and the CA Browser Forum 1.5.7 for the creation of advanced (not qualified) certificates.

For the provision of trust services, it uses a standardized set of functions/processes, such as: registration, key
generation, issuance of certificates, management of availability of revocations status.

The trust service is performed by employees trained and authorized for their duties, within a secure physical,
organizational and technical environment.

The procedures for operating of the DigitalSign - Certificadora Digital, S.A. have been demonstrated to this
CAB, within the scope of this conformity assessment.
The correct implementation of the requirements established for these services was achieved.

The Organization DigitalSign, that carries out the function of Trust Services Provider (TSP) is considered
compliant to the requirements as regards the electronic identification and trust services for the electronic
transactions in the internal market.
The Issuing Certificate services object of the audit are considered in line with ETSI EN 319 401, ETSI EN 319
411-1 and CA Browser Forum 1.5.7.
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